
Test environment
1. One Windows VPS provisioned in the Vultr ( https://www.vultr.com/ ) London data center,
with Zoom and Wireshark manually installed.
IP: 78.141.228.20

2. My personal computer in Shanghai
IP: 180.167.204.122

3. Zoom datacenter setting in my UVic Zoom account
Free account (my personal account) cannot change this setting

https://www.vultr.com/


Test 1
1. On London, start a Zoom meeting using UVic Netlink ID
It connects to a server: 193.123.148.38:8801, udp
(8801 is the port of Zoom media routing service)
https://panlab.cs.uvic.ca/web3/viewtopic.php?f=102&t=8788&p=108185&hilit=8801#p10818
5

And 193.123.148.38 is one IP from Oracle Cloud which is one provider for Zoom
https://tools.keycdn.com/geo?host=193.123.148.38

https://panlab.cs.uvic.ca/web3/viewtopic.php?f=102&t=8788&p=108185&hilit=8801#p108185
https://panlab.cs.uvic.ca/web3/viewtopic.php?f=102&t=8788&p=108185&hilit=8801#p108185
https://tools.keycdn.com/geo?host=193.123.148.38


2. On Shanghai, join the above meeting using my personal Zoom ID
It creates a P2P connection between Shanghai and London
192.168.1.108 is the local IP of my computer
78.141.228.20 is the IP of VPS in London
180.167.204.122 is the public IP of my computer in Shanghai

Wireshark on Shanghai:

Wireshark on London:



There are some related discussions on Reddit:
https://www.reddit.com/r/sysadmin/comments/fk3qqw/zoom_is_it_p2p_or_cloud_server_bas
ed_technology/fkr0bv5?utm_source=share&utm_medium=web2x&context=3
I have contacted Zoom Support and they said that Zoom does support p2p only when there
are 2 participants in meeting.

I repeated this procedure several times using the same network setup, P2P connection is
not initiated every time and cannot find a pattern of it.

Besides, I also tried the above tests from VPS provisioned in Australia and Singapore. When
P2P connection is not established, it still connects to Zoom US data centers, even though
Zoom has data centers in Australia and Singapore.

Below is a traceroute result from Singapore to one of Zoom server

C:\Users\Administrator>tracert 193.123.30.9

Tracing route to 193.123.30.9 over a maximum of 30 hops

1 * * * Request timed out.

2 22 ms 20 ms 19 ms  45.32.98.129      // still Singapore

3 * * * Request timed out.

4 * * * Request timed out.

5   182 ms   158 ms   151 ms  et-0-0-3-1.cr5-sin1.ip4.gtt.net

[103.232.18.41]

6   184 ms   185 ms   184 ms  ae12.cr3-phx1.ip4.gtt.net

[89.149.186.54]

7   179 ms   180 ms   179 ms  140.91.195.6

8 * * * Request timed out.

9 * * * Request timed out.

10 * * * Request timed out.

11 * * * Request timed out.

12 * * * Request timed out.

13 * * * Request timed out.

14 * * * Request timed out.

15 * * * Request timed out.

https://www.reddit.com/r/sysadmin/comments/fk3qqw/zoom_is_it_p2p_or_cloud_server_based_technology/fkr0bv5?utm_source=share&utm_medium=web2x&context=3
https://www.reddit.com/r/sysadmin/comments/fk3qqw/zoom_is_it_p2p_or_cloud_server_based_technology/fkr0bv5?utm_source=share&utm_medium=web2x&context=3

